Typically, when a healthcare provider fails to give reasonable treatment to a patient which could causes injury, death or overcharges then its termed as medical malpractice. The medical negligence and cut practice are prevalent in developing and developed societies in one form or other. In the past there has been unfortunate case where doctors pretend to give treatment to an already expired patient to overcharge and even in some cases hospital authorities try to influence postmortem reports in their favor to avoid any medico-legal case. This paper attempts to provide a solution to restrict such medical malpractices in case of critically ill patients admitted to ICU having cancer, heart attack, coronary bypass surgery etc. The paper suggests building a permissioned private Blockchain solution with the help of Cloud, IoT, wearable devices and smart medical devices fitted with sensors. The Cloud based system will receive vital health parameters of patient with help of wearable and sensors devices on regular interval of time which is configurable and append new hash block to immutable Blockchain ledger using cryptographic hash function. It will provide role-based access to all the ecosystem partners for due diligence in the case of any unfortunate events.
INTRODUCTION
According to the United Nations report, 55 percent of the world's population lives in urban areas which will go up to 68 percent by 2050.India, China, and Nigeria combined will represent 35 percent of the projected urban population growth between 2018 and 2050. Smart cities should be ready for population explosion and must plan accordingly [1] , [2] , [3] .
As per report from Directorate of Medical Education and Research (DMER) in India, around 60% of the doctors indulge in 'cut practice'. And another report from Medical Malpractice Center states that around 15,000 to 19,000 medical malpractice suits are filed against doctors every year in United States. There have been attempts by Government authorities to curb growing menace of the referrals against a commission in healthcare but nothing concrete materialized.
WHAT IS BLOCKCHAIN
Blockchain is immutable, decentralized, append only digital ledger of transactions stored as node or blocks. Many computers are connected to the Blockchain network which compete to solve a given problem and the results are shared among all computers nodes on the network. The computers, or nodes, connected to this network must agree on the solution, hence Blockchains is called consensus-driven network [4] .
Blockchain is a distributed database and decentralized ledger that maintains a continuously growing list of records, called blocks, in chronological order. New blocks and the data within are defined, confirmed and verified through a consensus process called mining. Block is derived and there is verification process which is decentralized process with acceptance from multiple parties involved in this transaction. The transaction is transparent to all the stakeholders. Each block is a time stamped transparent transaction across multiple parties associate with time stamp. It's like transparent events across stakeholders which looks like chain of events across different blocks [4] . Important elements of the blockchain is Cryptographic hash function. Transactions are verifiable when the miners define and produce a unique cryptographic fingerprint using a hash function. The hashed block must have a definite, but random, number of zeroes at the beginning. The hash with the correct number of zeroes is entirely unpredictable, so the miners keep trying different hashes. Hash function defines and set of digital data and produces a numeric piece of data with a defined fixed range. Delivering the same exact data to a hash function, is something like same input provided to every piece of data every time. If the data input varies even by one variable, the hash function's output will change.
There are 3 different types of blockchain -Public, Private and Hybrid.
Public Blockchain
An open platform that anyone in the world can join, if he or she is able to show proof of work. A public blockchain is considered fully decentralized.
Private Blockchain
Only the owner can make changes. This is like the current infrastructure, wherein the owner (a centralized authority) has the power to change the rules, revert transactions, etc., based on need.
Hybrid Blockchain
A mix of both public and private blockchains. The ability to read and write can be extended to a certain number of people/nodes. A consortium blockchain can be used by groups of organizations that work together on developing different models by collaborating with each other, thereby developing solutions while maintaining intellectual property rights.
BLOCKCHAIN FOR SMART CITIES
The social security systems can be implemented on the Blockchain and take advantage of it [5] , [6] , [7] , [8] . For example, Asure Foundation brings the mechanics of the German statutory pension system onto the Blockchain to research the advantages for social security systems. Its implemented on the Ethereum blockchain and Asure protocol / platform. Asure Foundation used the German pension system as a model which has 125-year history. It's based on the pay-as you-go model. The companies and employees pay a percentage of salaries into this system which is not invested but used to pay current pension obligations.
The amount paid to retirees is based on average salaries. And value of each year's contribution is published by German pension insurance agency. This is then multiplied the number of years contributed and the percentage of the average salary earned during the person's lifetime. In our opinion, pay-asyou-go-based systems are particularly suitable for implementation on the blockchain, since no funds must be invested in the capital market. Instead, the available funds are only redistributed.
Blockchain-based solutions have potential to make operations more efficient and improve delivery of services. Use of Blockchain technology in the emerging markets could help to solve delivery issues of essential public services [5] , [6] , [7] , [8] .
The delivery of social welfare is quite compelling like blockchain-enabled birth (or death) certificate, blockchain based property title management. One classic example is MPESA, observers estimate that around 40% to 60% of Kenya's GDP flows through M-PESA which is centralized in nature and not recommended to allow just one company controlling position.
Blockchain technology offers unique opportunities to city and state governments to streamline basic services and engage with common people. For example, in case of an unfortunate event like death, Blockchain system can trigger a series of action automatically to following department to for advisory actions:
• Insurance company 
Blockchain in Waste Management
Waste management is one of the critical challenges faced by most countries around the world. Blockchain and IoT together can make waste management effective and help to make the city clean and tidy. [9] Blockchain technology can streamline logistics, supply chain operations and help to provide better service to their clients. Blockchain in Trucking Alliance (BiTA) is actively using Blockchain solutions for trucking-related transactions in the world. It helps in bringing proper traceability and transparency using IoT sensors whereas blockchain lets the transaction validated and recorded in the digital ledger. After validation, it gets added to blockchain as a block which is immutable and can't be altered unless the connected nodes approve the change.
Blockchain in Logistic

Blockchain in Real Estate
Real estate is another space which can be revolutionize using blockchain-based smart contracts. We can track real estate investments using blockchain and limit the risk of possible fraud since each transaction is time-stamped and immutable.
Blockchain in Power Management
Blockchain can help to better manage power and energy sector. It can help to manage consumers, how much power they are consuming, the payment side, and much more.
Blockchain in Data Security & Identity
Data is valuable and needs to be protected with high-level security to avoid misuse. Various records are kept by local businesses, Government and Mayor Offices and shared among different branches or organizations. Using permissioned blockchain, data can be safely shared among interested authorized parties and we can restrict unauthorized access of data. The nodes connected on Blockchain network needs to validate for any changes made and if not, it will be void. Therefore, confidential data and sensitive personal information can be kept safe using blockchain [10] , [11] , [12] , [13] .
Blockchain for Transaction
Every type of transactions, starting from financial sector to basic transactions can be easily tracked and recorded using blockchain technology.
Banking and financial institutions are becoming smart with cryptocurrency and blockchain which can be used as the mode of transaction and validation. Alongside the normal fiat currencies which is government regulated physical money, digital currency can also be used for transactions as an alternate option.
BLOCKCHAIN BASED HEALTHCARE WORKFLOW
In Blockchain-based healthcare we are proposing a Cloud based system which can receive vital health parameters like heartbeat, blood pressure, sugar level, body temperature, pulse rate etc of critically ill patient from Intensive Care Unit (ICU), Coronary Care Unit (CCU), Cardiac Intensive Care Unit (CICU), Neonatal Intensive Care Unit (NICU) with help of IoT sensor and wearable sensors devices on regular timeinterval which is configurable. Obviously, patients and his/her family's prior consent will be taken to records personal health records.
Cloud based system linked to a distributed Blockchain ledger will record all vital health parameters in a chronological order which is immutable. When patient's physiological parameters suddenly change, then IoT sensor and wearable devices will take corrective actions like raise alert messages and send proactive recommendations (using back-end machine learning) to doctors and hospital staff.
And in case of any unfortunate events like death, the vital health parameters recorded in distributed Blockchain ledger will provide leads for preparing correct postmortem reports, useful evidences for insurance claims etc.
In case patient expires during treatment, then doctors can't pretend treatment post-expiry to overcharge on medical bills since details will be captured on immutable distributed ledger. The Blockchain ledger records will help in identifying the exact cause of patient's death and postmortem reports can't be manipulated. 
What are Cryptographic Hash Functions?
Cryptographic hash function is an algorithm which can be run on a given data to produce a value called a checksum. It's used to verify the authenticity of given piece of data. If the checksums generated by 02 files using the same cryptographic hash function are identical then they can be assumed to be identical. Most commonly used cryptographic hash functions are MD5 and SHA-1
Cryptography Ensures Consensus
Blockchain must create new blocks. Since blockchains are decentralized systems, new blocks must be created not by a single authenticating entity, but by all participating nodes in the network. To add a new block, the network must arrive at a consensus. 
SUMMARY AND CONCLUSION
Blockchain technology into smart cities can play a paramount role in connecting all the smart city services and boost security and service transparency. It can be used in self executing smart contracts; these are agreements between the parties directly written into lines of code. Smart contracts allow for trusted and transparent transactions without the need for a mediating third party. This makes the process easier, cheaper, safer, and much faster. Blockchain technology can help in billing and transactions processing, handling facilities management, or facilitating smart grid energy sharing [14] .
Social security systems be implemented on the Blockchain and take advantage of it. For example, graduation rates of Nigerian girls were improved by automatically generating cash payments to families when their daughter achieves a 90% attendance rate using Blockchain technology. Help homeowners conserve electricity with a 'smart' refrigerator and then automatically donate the money saved to charity.
Northern European country Estonia has implemented blockchain technology into its government infrastructure like Estonian eHealth authority which uses blockchain technology to keep the medical data of citizens secure and easily accessible. Blockchain is gaining trust in enterprise and analysts suggest that more governments will implement blockchain technology into sensitive infrastructures to protect important data from individual or government-sponsored hackers.
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